United Stales Department of State 
Washington, I)*C. 20520 

Dear Madam Chairman, 

Thank you for your October 15 and November 6 letters regarding the 
September 1 1 attack on our mission in Benghazi and the security of our diplomatic 
facilities in the Middle East and North Africa. We share your commitment to 
understand the circumstances of the attack in Benghazi and how we can prevent 
and protect against such attacks in the future. Nobody will hold this Department 
more accountable than we hold ourselves; we served with Chris Stevens, Sean 
Smith, Glen Doherty, and Tyrone Woods. 

As Secretary Clinton said on November 8, it is critical that we do all we can 
to fully understand how security was breached in Benghazi, how to reduce the 
risks our diplomats and development experts face, and how to ensure they have the 
resources they need to do what we ask of them. To that end, the Department 
continues to work tirelessly with our interagency partners to compile the most 
accurate picture we can of the events of September 1 1 . Furthermore, alongside our 
interagency colleagues, we are undertaking a comprehensive review of the security 
posture at our overseas posts to identify and implement further measures, where 
necessary, to bolster the safety of our facilities and personnel. 

Pursuant to statute, Secretary Clinton has also convened an Accountability 
Review Board (ARB), led by Ambassador Thomas Pickering, which is examining 
whether our security systems and procedures in Benghazi were adequate given the 
threat environment, whether those systems and procedures were properly 
implemented, and any lessons we can learn for the future. We intend to share our 
response to the ARB's findings with Congress, and would encourage you to 
withhold any final conclusions about the Benghazi attack until you have an 
opportunity to review that information. Should the ARB meet its target for 
completing its review, it will report its finding in December. 
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Ileana Ros-Lehtinen, Chairman, 
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As a result of recent events in the Middle East and North Africa, the 
Department took immediate measures to heighten security at our diplomatic 
missions in the region, including adjusting post operations as appropriate, 
undertaking physical augmentations to our facilities, intensifying security 
cooperation with local authorities, requesting increases of host country police and 
military personnel outside of select U.S. facilities, and adding extra local guard 
forces to enhance perimeter security and access control. For instance, the Yemeni 
and Egyptian governments responded swiftly by increasing host country security 
assets at diplomatic facilities in Sana'a and Cairo, respectively. 

Your October 15 letter inquired as to two waivers of the Secure Embassy 
Construction and Counterterrorism Act (SECCA) for our mission in Sana'a. In 
both waiver requests, the Department reviewed security considerations and 
determined it was in the national interest of the United States to grant the waivers. 

In response to attacks on diplomatic motorcades in 2010, the Bureau of 
Diplomatic Security sent Mobile Security Deployment (MSD) teams to Sana'a on 
an interim basis to escort Embassy personnel to and from work. To support this 
effort, a setback waiver was approved on March 3, 201 1 to allow warehouse space 
on the Embassy compound to be converted into an MSD team ready-room. 

In addition, waivers of SECCA's co-location and setback requirements, as 
well as exceptions to OSPB standards, were approved on May 2, 201 1 to provide 
space for administrative and ready-room purposes for locally employed staff (LES) 
security escorts hired and trained to augment and subsequently replace the MSD 
teams mentioned above. DS regulations required an off-compound space for 
administrative and ready-room purposes. For logistical and operational reasons, 
this ready-room was established on a vacant lot near staff housing and the official 
temporary duty hotel, five miles from the Embassy. 

Copies of both waivers and justifications, transmitted to the Committee on 
Foreign Affairs on March 15, 201 1 and June 7, 2012, are attached. 

Your October 15 letter also inquired about the Department's response to 
GAO recommendations that urged the Bureau of Diplomatic Security (DS) to more 
effectively incorporate strategic planning into its operations. 

Planning and management oversight of Department resources are central 
functions carried out by DS senior leaders and managers. In 2009, DS piloted a 
new planning process - the DS Planning System (DSPS) - which included a 



strategic planning component and functional tools to allow senior managers to 
better monitor and evaluate program performance, and thereby make more 
effective decisions regarding the allocation of resources. DS has used the DSPS 
for the past three fiscal years to leverage the organization's existing operational 
planning and reporting processes to foster a culture of fact-based strategic planning 
to the Bureau's funded activities and programs. 

In addition to the DSPS, the DS Quarterly Performance Report provides a 
quarterly review of how DS programmatic investments have performed against 
pre-defined plans and goals. Above all else, this process holds programs 
accountable and gives senior managers an overview of operational issues and risks, 
enabling them to monitor the progress and make operational adjustments 
accordingly. 

Your October 15 and November 6 letters set out several additional questions 
regarding security for the Benghazi mission prior to the attack, documents 
retrieved from the Benghazi mission after the attack by a journalist, and the role of 
host nation forces in providing security. As you know, on November 16 the 
Department will appear before the Chairmen and Ranking Members of the 
Committees on Appropriations, Armed Services, Foreign Affairs, Judiciary, and 
the Permanent Select Committee on Intelligence to discuss the Benghazi attack. 
This briefing will provide a forum to directly address many of your questions. 
Other questions you raise are appropriately addressed in a classified briefing, 
which we are happy to provide at your convenience. 

Finally, your November 6 letter requests access to all cables and memoranda 
regarding security in Benghazi before, during, and after the September 1 1 attack. 
As you know, we are currently in the process of gathering and reviewing records 
responsive to Congressional requests. Our efforts have already identified a large 
volume of potentially responsive records that address the security situation leading 
up to the attack. 

To facilitate your Committee's work, we offer you and other Members of the 
Committee the opportunity to review these cables and memoranda. This set of 
material contains classified and other sensitive information, including information 
about the security of U.S. diplomatic missions overseas, foreign government 
information, and personally identifiable information, the unauthorized release of 
which could cause damage to national security and foreign relations. Mindful of 
these considerations, the Department is making copies of these records available 
for the Committee's in camera review. 



Please contact me to make arrangements for your review of these 
documents. In the interim, we will continue to work diligently to identify, 
and produce records responsive to Congressional requests. 




David S. Adams 
Assistant Secretary 
Legislative Affairs 




Uniled Stales Department of Stale 



Washington. IXC. 20520 



KA* i 5 



Dear Madam Chairman: 

Pursuant to section 606(a)(3)(B)(ii)(II) of the Secure Embassy 
Construction and Counterterrorism Act of 1999 (Public Law 106-1 13), I am 
transmitting the Secretary of State's determination to waive the setback 
requirement with respect to the new Security Escort Team office in Sana' a, and the 
reasons for her determination. 



Please do not hesitate to contact us if we can be of further assistance. 



Enclosures: 

As stated 



The Honorable 

Ileana Ros-Lehtinen, Chairman, 

Committee on Foreign Affairs, 
House of Representatives. 



Sincerely, 




Miguel E. Rodriguez 
Acting Assistant Secretary 
Legislative Affairs 



DETERMINATION REGARDING A WAIVER OF THE 
SETBACK REQUIREMENT UNDER THE SECURE EMBASSY 

CONSTRUCTION AND COUNTERTERRORISM ACT FOR 
THE SECURITY ESCORT TEAM OFFICE, SANA 'A, YEMEN 

Pursuant to sections 606(a)(3)(B)(i) of the Secure Embassy Construction and 
Counterterrorism Act of 1999 (Public Law 106-1 13), I hereby waive the 
requirement for setback with respect to the new Security Escort Team office in 
Sana'a until completion of the New Office Annex, because I determine that 
security considerations permit, and it is in the national interest of the United States. 




Date 




Secretary of State 



SENSITIVE BUT UNCLASSIFIED 



SUMMARY OF SECURITY CONSIDERATIONS AND REASONS 
PERMITTING WAIVER OF THE SETBACK REQUIREMENT WITH 
RESPECT TO THE SECURITY ESCORT TEAM OFFICE IN 

SANA 'A, YEMEN 

The Secure Embassy Construction and Counterterrorism Act of 1999 
requires that each newly acquired diplomatic facility be sited not less than 1 00 feet 
from the perimeter of the property on which the facility is situated. However, the 
statute provides that the Secretary of State may waive this requirement if the 
Secretary has determined that security considerations permit such a waiver, and 
that it is in the national interest of the United States. With respect to chancery and 
consulate buildings, the waiver authority is non-delegable, and Congress must be 
notified of all such waivers. 

In response to recent suicide bombings and rocket attacks targeting 
diplomatic motorcades, Embassy Sana' a increased security for mission vehicles. 
The Regional Security Officer Sana'a now requires that Chief of Mission 
personnel traveling to and from work in embassy armored shuttles be escorted by 
the Embassy's Security Escort Team (SET) and that a SET team be on stand-by as 
a Quick Reaction Force. The Chancery has no space available for SET personnel 
and operations. Post proposes converting space in the embassy warehouse to 
offices until completion of the New Office Annex on the embassy compound in FY 
2012. 

Security considerations permit the waiver of the requirement. The 
warehouse has setback of less than 100 feet on two sides, but actions have been 
taken to mitigate setback deficiencies. The available setback is as follows: 

• North side - 92 feet to perimeter wall. Adjacent to a restricted area. 

• East side - zero feet. Adjacent to perimeter wall. 

• South side - 727 feet to perimeter wall. Adjacent to a restricted area. 

• West side - 833 feet to perimeter wall. Adjacent to property with no 
thoroughfare. 

The location and size of the compound provides an acceptable security 
environment, with appropriate physical security enhancements that meet the 
Overseas Security Policy Board Physical standards to the maximum extent 
feasible. 
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Existing compound perimeter walls are constructed of reinforced concrete, 
and they meet or exceed the 9-foot anti-climb standard. Anti-ram bollards, 
planters, and vehicle arrest systems have been installed at the compound perimeter 
to increase setback and provide anti-ram protection. 

Embassy Sana'a was the first embassy compound built after the 1983 Beirut 
bombings and as such was engineered against the effects of blast. The warehouse, 
one of the original compound structures, was built to the same robust standards. 

Upgrades to the vehicular pre-screening areas are now under construction. 
Only pre-screened official vehicles are allowed on the compound. A secured staff 
parking area is located outside the compound, several feet from the perimeter. 

It is in the national interest of the United States that this waiver be granted to 
allow SET personnel to use a secure office space to coordinate and manage 
protective operations. 

For the reasons above, the Secretary has determined that security 
considerations permit a waiver of setback and that it is in the national interest of 
the United States. 



United States Department of Stat< 
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JUN - 7 2012 
Dear Madam Chairman: 

Section 1207(n)(2)(C) of the National Defense Authorization Act for Fiscal 
Year 2012 (Public Law 1 12-81) provides that the authority specified in paragraph 
(1)(C), and the authority to provide assistance pursuant to section 1206 of the 
National Defense Authorization Act for Fiscal Year 2006 (Public Law 109-163; 
119 Stat. 2456), may not be used for Yemen until 30 days after the date on which 
the Secretary of Defense and the Secretary of State jointly certify in writing to the 
specified congressional committees that the use of such authority is important to 
the national security interests of the United States. 

The joint written certification and the memorandum of justification are 
enclosed. We appreciate your support in providing us with the authorities to 
address critical national security issues, and look forward to continued cooperation 
with you on these important topics. 



Sincerely, 




David S. Adams 
Assistant Secretary 
Legislative Affairs 



Enclosures: 

As stated. 



The Honorable 

Ileana Ros-Lehtinen, Chairman, 

Committee on Foreign Affairs, 
House of Representatives. 




CERTIFICATION PURSUANT TO SECTION 1207(n)(2)(C) OF 
THE NATIONAL DEFENSE AUTHORIZATION ACT FOR FY 2012 

(Public Law 112-81) 



By virtue of the authority vested in us as the Secretaries of State and 
Defense, pursuant to section 1207(n)(2)(C) of the National Defense Authorization 
Act for FY 2012 (Public Law 1 12-81 ), we hereby certify that the use of the 
authorities provided under section 1207(n)( 1)(C) of that act and section 1206 of the 
National Defense Authorization Act for FY 2006 (Public Law 109-163; 1 19 Stat. 
2456) to provide assistance to Yemen, is important to the national security interests 
of the United States. 



This determination shall be published in the Federal Register and, along 
with the accompanying Memorandum of Justification, shall be transmitted to the 
appropriate committees of Congress. 




cretary of State 




ecretary of Defense 



Date 



Date 



MEMORANDUM OF JUSTIFICATION 
REGARDING CERTIFICATION PURSUANT TO SECTION 1207(n)(2)(C) OF 
THE NATIONAL DEFENSE AUTHORIZATION ACT FOR FY 2012 

(Public Law 112-81) 

Section 1207(n)(2)(C) of the National Defense Authorization Act for 2012 
(Public Law 112-81) provides that the authority specified in section 1207( 1)(C) of 
that act, and the authority to provide assistance pursuant to section 1206 of the 
National Defense Authorization Act for FY 2006 (Public Law 109-163; 1 19 Stat. 
2456), may not be used for Yemen until 30 days after the date on which the 
Secretary of Defense and the Secretary of State jointly certify in writing to the 
specified congressional committees that the use of such authority is important to 
the national security interests of the United States. 

Yemen is a critical partner in the fight against terrorists that threaten the 
United States, and the provision of counterterrorism assistance to Yemeni forces is 
an important part of protecting the United States and its interests from those threats 
and supports our broader strategic efforts in Yemen. Assistance to Yemen will 
ensure eligible Yemeni forces receive the critical training and equipment they need 
to combat terrorist organizations, such as al-Qaida in the Arabian Peninsula 
(AQAP), which claimed responsibility for a failed attempt to detonate a bomb 
aboard a cargo plane routed to the United States on October 29, 2010, and a failed 
attempt to bomb an airliner over Detroit on December 25, 2009. AQAP expanded 
its operations and territorial control in Yemen throughout 201 1, directly 
threatening Yemen's stability and enabling AQAP freedom of action to recruit, 
plan, and execute operations that directly threaten the United States and its 
interests. 

In response to the growing terrorist threat in Yemen, section 1207(n) and 
section 1206 would be used to quickly provide Yemeni counterterrorism forces 
with assistance that can immediately be put to use in counterterrorism operations. 
Proposed 1206 activities for Yemen in FY 2012 would build the capacity of 
Yemen's national military or maritime security forces to conduct counterterrorism 
operations through the provision of training, equipment, and supplies. This 
assistance would focus on extending the operational reach and tactical capabilities 
of the recipient units directly confronting the AQAP threat. Proposed section 
1207(n) activities would help enhance the ability of Yemen's Ministry of Interior 
counterterrorism forces to conduct counterterrorism operations by providing 
training, equipment, supplies, and assistance for minor military construction. 
Through use of this assistance, the Government of Yemen would be able to grow 
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and enhance its primary counterterrorism force and base elements of that force 
outside of Sana'a, closer to critical areas of operation. 

We have received oral assurances from President Hadi that any assistance 
provided under the 1 206 and 1207(n) authorities will be utilized in a manner 
consistent with the observance of and respect for human rights and fundamental 
freedoms, and respect for legitimate civilian authority in Yemen. As Supreme 
Commander of the Armed Forces, President Hadi is responsible for the 
employment of all assistance provided to the Yemeni Armed Forces. 



